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Activity data accumulated in real life, such as terrorist activities and governmental
customer contacts, present special structural and semantic complexities. Activity data
may lead to or be associated with significant business impacts, and result in important |
actions and decision making leading to business advantage. For instance, a series of
terrorist activities may trigger a disaster to society, and large amounts of fraudulent |
activities in social security programs may result in huge government customer debt. |
Uncovering these activities or activity sequences can greatly evidence and/or enhance |
corresponding actions in business decisions. However, mining such data challenges the |
existing KDD research in a,speéts such as unbalanced data distribution and impact-
targeted pattern mining. This paper investigates the characteristics and challenges of
activity data, and the methodologies and tasks of activity mining based on case-study |
experience in the area of social security. Activity mining aims to discover high impact |
activity patterns in huge volumes of unbalanced activity transactions. Activity patterns |
identified can be used to prevent disastrous events or improve business decision making
and processes. We illustrate the above issues and prospects in mining governmental
customer contacts data to recover customer debt.

Keywords: Activity mining; impact mining; impact modeling; imbalanced data.

1. Introduction

Activities can be widely seen in many areas, and may lead to or be associated with
certain impacts on the world. For instance, terrorists undertake a series of isolated
terrorist activities which finally lead to a disaster in our society.'® In social security
networks, a large proportion of separated fraudulent activities can result in huge
volumes of governmental customer debt.” In addition, activity data may be found
in the business world with frequent customer contacts,'® business intervention and
events, and business outcome oriented processes, as well as event data,'” national
and homeland security activities'® and criminal activities.}? Such activities are

*This work is sponéored by Australian Research Council Discovery and Linkage grants
(DP0667060, DP0773412, LPO775041). :
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recorded and accumulated in relevant enterprise activity transactional files. Activity
data contains rich information about the relations between activities, between activ-
ities and operators, and about the impact of activities or activity sequences on
business outcomes. Activity data may disclose unexpected and interesting knowl-
edge about optimum decision making and processes which may result in a low
risk of negative impact. Therefore, it is significant to study activity patterns and
high impact activity behavior. Activity data embodies organizational, information
and application constraints, and impact-oriented multi-dimensional complexities,
which combine those from temporal, spatial, syntactic and semantic perspectives.
As a result, activity data presents special structure and semantic complexities. For
instance, variant characteristics such as sequential, concurrent and causal relation-
ships may exist between activities. Activity data usually presents unbalanced distri-
bution. As a result, many existing techniques cannot be used directly, because they
rarely care for the impact of mined objects. Therefore, new data mining methodol-
ogy and techniques need to be developed to preprocess and explore activity data.
This promotes the research and development on activity mining. In this paper, we
discuss the challenges and prospects in building up effective methodologies and
techniques to mine interesting activity patterns. Activity mining aims to discover
rare but significant impact-targeted activity patterns in unbalanced activity data,
such as frequent activity patterns, sequential activity patterns, impact-oriented
activity patterns, impact-contrasted activity patterns, and impact-reversed activ-
ity patterns. The identified activity patterns may inform risk-based decision making
in terms of predicting and preventing the occurrences of certain types of activity
impact, maintaining business goals, and optimizing business rules and processes.
The remainder of this paper is organized as follows. Section 2 presents the scenario
and characteristics of activity transactional data and its challenges to the existing
KDD. Section 3 discusses possible activity mining methodologies. Activity mining
tasks are discussed in Sec. 4. A case study of activity mining is presented in Sec. 5.
Section 6 concludes this paper.

2. Activity Data

This section introduces an example and the characteristics of activity data, and then
builds up an activity model representing and defining activity data. Challenges of
activity data on the existing KDD approaches are discussed further.

2.1. An example

Here, we illustrate activity data in the social security network. In the process of
delivering government social security services to the public, large volumes of cus-
tomers interact with governmental service agencies.” Every single contact, e.g. a
circumstance change, may trigger a sequence of activities running serially or in par-
allel. Among them, some are associated with fraudulent actions and result in govern-
ment customer debt. For example, Fig. 1 shows an excerpt of activity transactions®
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Fig. 1. Activity scenario diagram.

relevant to a scenario of changing customer address. When a benefit recipient ¢
reports his/her circumstance C;_;, an officer conducts activity A; o and A;_3 to
check and update i’s entitlement and details. In parallel, the officer also conducts
activity Ap;_s and consequently activities Ap; 4 and Ap;_s to inspect #’s partner j’s
details and possible debts. Concurrently, customer ¢’s task T;_1 1 triggers Az o on4’s
cotenant k. Ax_o further triggers A 3, Ag_4 and Ag 5 on k to reassess and update
k’s rent details and possible debts.

In this example, an activity may further trigger one or many tasks. A task may
trigger another activity on the same or different customer or some follow-up events
(e.g. E; 3.1 from tasks T;_s; and T;_3.2). With respect to the time frame, parallel
or serial activities may run dependently or independently. For instance, parallel
activity Api_s3 depends on A;_s while parallel activity Ay;_4 and concurrent activity
Ag, run independently even though the activities on customer ¢ are completed.
Another interesting point is that some activities may generate impacts on business
outcomes such as ra,isihg debts (e.g. Ap;_s5 and Ay ). Such debt-oriented activities
are worthy of further identification so that debt can be better understood, and
therefore predicted and prevented.

2.2. Activity model

The term “Activity” is an informative entity with both business and technical mean-
ings. In business situations, an activity is a business unit of work. It corresponds
to one or multiple activity operators conducting certain business arrangements
forming a workflow or process. It directly or indirectly satisfies certain organiza-
tional constraints and business rules. Technically, an activity refers to one or several
transactions recording information related to a business unit of work. Therefore, an
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activity may undertake certain business actions, embody business processes, and
trigger some impact on business situations. Moreover, activity transactions embed
much richer information about the business environment, causes, effects and dynam-
ics of activities and potential impact on business, as well as hidden information
about the dynamics and impact of activities on debts and activity operator cir-
cumstances. In general, an activity records information about who (maybe multiple
operators) processes what types of activities (say change of address) from where (say
customer service centers) and for what reasons (say the action of receipt of source
documents) at what time (date and time), as well as resulting in what outcomes
(say raising or recovering debt).

Based on the understanding of the structural and semantic relationships existing
in activity transactions, we generate an abstract activity model as shown in Fig. 2.
An activity is a multi-element entity A = (C, E, U, I, F'), where C and F are cause
triggering and effect triggered by the activity A, respectively. An activity either is
operated by or acts on one or multiple users U. It may directly or indirectly generate
tmpact I on business outcomes such as leading to debt or costs. In particular,
activities and activity sequences present complex features in terms of temporal,
spatial, structural and semantic dimensions. For each of the four dimensions, activity
presents various observations which make activity mining very complicated. For
-instance, each activity has a life cycle starting from registration by a user, and
ending via completion on the same day at some later time. During its evolution
period, it may be triggered, restarted, held, frozen, deleted or amended for whatever
reason. '

2.3. Challenges to KDD
Activity data proposes the following challenges to existing KDD approaches.

o Activities of interest to business needs are impact-oriented. Impact-oriented activ-
ities refer to those directly or indirectly which lead to or are associated with
certain impacts on business situations, say fraudulent social security activi-
ties resulting in government customer debt. Therefore, activity mining aims to
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Fig. 2. Activity model.
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discover specific activities of high or low risk associated with business impact,
which we call mpact-targeted activity pattern mining. However, the existing KDD
research rarely deals with impact-targeted activity pattern mining.

¢ Impact-oriented activities are usually a very small portion of the whole activity
population. This leads to an unbalanced class distribution?® of activity data, which
means positive impact-related activity class is only a very small fraction of the
whole data set. Unbalanced class distribution of activity data proposes challenges
to impact-targeted activity pattern mining in aspects such as activity sequence
construction, pattern mining algorithms and interestingness design and evalution.

e Among activities, some occur more often than others. This indicates an unbal-
anced item distribution of activity item set. Unbalanced item distribution also
affects activity sequence construction, pattern mining algorithms and interesting-
ness evaluation. For example, there are some customer contact activities which
run routinely or occur frequently in a short time period.

e When analyzing impact-targeted activities, positive and negative impact-oriented
activity patterns can be considered, which correspond to positive and negative
activity patterns. Other forms of activity patterns include sequential activity pat-
terns, activity patterns representing the contrast of impact (called contrast activ-
ity patterns) and the reversal of impact (named reverse activity patterns), etc.

e When constructing, modeling and evaluating activity patterns, constraints from
aspects such as targeted impact, distributed data sources and business rules must
be considered. Real-world constraint-based activity pattern mining is more or less
domain-driven.2 Constraint-based mining and domain-driven data mining should
be taken into account in mining impact-targeted activity patterns.

e Activities present spatial-temporal features such as sequential, parallel, iterative
and 'cyclic aspects, as well as characteristics crossing benefits, residencies and
regions. For instance, an activity may trigger one or more serial or parallel tasks
and certain corresponding events, generating complex action sequences.

The complexities of activity data differentiate it from normal data sets such as
those in event,” process' and workflow!® mining, where data is much fatter and
simpler. Those mainly study process modeling and have nothing to do with complex
activity structure and business impacts of activities. Therefore, new methodologies,
techniques and algorithms must be developed.

3. Activity Mining Methodologies
- 3.1. Activity mining framework

To develop activity mining methodologies, we first focus on understanding activity
data and designing a framework for activity mining.

In the business world, activities are driven by or associated with business rules.®
For instance, the activity sequences triggered by changing address (see Fig. 1)
present an interesting internal structure. Activity A;-q triggers A;—o and Az in
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Fig. 3. An activity transaction mining framework.

parallel, while two series of activities A; and Ap;i go ahead after the completion of
original activity sequence A;. This example shows that meta-patterns may exist in
activity transactions, which are helpful for further understanding and supervision
of activity pattern mining. For instance, fundamental activity meta-patterns such
as serial (z — y), parallel (z||y), eyclic (x — x or ¢ —z — z) and causal (z=2)
may exist between activities z, y and 2z These meta-patterns, if identified, can
be used to guide further activity pattern learning. Temporal logic-based ontology
specifications can be developed to represent and transform activity meta-patterns.

Based on the above activity data understanding, we can study a proper frame- -
work for activity mining. Figure 3 illustrates a high-level process of activity min-
ing. It starts from understanding activity constraints, data and meta-patterns. The
results are used for preprocessing activity data by developing activity preparation
techniques. Then, we design effective techniques and algorithms to discover inter-
esting activity processing patterns and model activity impact on business outcomes.
Further work is needed to evaluate the performance of activity analysis. Finally, we
integrate the above results into an activity mining system, and deploy them into
strengthening risk-based decision making in applications. It is worth noting that it
may be necessary to move back and forth among some of the above steps. Addi-
tionally, domain experts and specific knowledge are essential for iterative refinement
and improving the working capability of mining results.

3.2. Activity mining approaches

Due to the closely coupled relationship between activities, activity users and impact
on business, we need to combine them to undertake systematic analysis of activity
data. This is different from traditional data mining which usually only focuses on
some aspects of the problem, e.g. process mining focuses on business events and
workflow analysis. Driven by business rules and impact, we can highlight some key
aspects and undertake activity mining in terms of activity-centric analysis, zmpa,ct—
centric analysis and customer-centric analysis.

Activity-centric analysis: Activity-centric analysis focuses on analyzing activity
patterns, namely the relationships between activities. For instance, what activities
frequently occur together? What activities usually occur before/after a specific
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activity? Activity centric debt modeling can be conducted in the following aspects:
(1) pattern analyses of activities which have or have not led to positive/negative
outcomes, (2) activity process modeling, and (3) activity monitoring.

Impact-centric analysis: Impact-centric analysis attempts to analyze the impact
of activities and activity sequences on business, as well as optimize activities and
processes to reduce the negative impact of activities/processes on business situa-
tions. For example, what activities will change the expected outcome? The major
research includes: (1) analyzing the impacts of a type of notifiable events or a class
of relevant activity sequence against debt outcomes, (2) risk/cost modeling of activ-
ities which may or may not lead to debts, and (3) activity/process optimization.

Customer-centric analysis: Customer-centric analysis studies the combination
of customer circumstance patterns and activity patterns as well as their impact on
business outcomes. For example, for a customer group with specific circumstances,
what activities will lead to target and what activities will change the expected
outcome? It includes (1) circurnstance profiling, and (2) customer behavior analysis.
We further discuss these approaches by illustrating potential business problems in
governmental customer debt prevention in Sec. 4.

4. Activity Mining Tasks

The major challenges of mining activity transactions come from the following pro-
cesses in mining actiVity transactions: (1) activity preprocessing, (2) activity-centric
pattern mining, (3) impact-centric activity mining, {4) customer-centric activity
mining, and (5) activity mining evaluation.

Table 1 further explains them by illustrating some relevant business problems
through observing the example of governmental customer debt prevention.

4.1. Activity preprocessing

The characteristics of activity transactional data make activity preprocessing
very essential and challenging. The tasks include developing proper techniques to
(1) improve data quality, (2) handle mixed data types, (3) deal with unbalanced
data, (4) perform activity aggregation and sequence construction, etc.

Unbalanced data: As shown in Fig. 4, activity data presents unbalanced class
distribution (e.g. the whole set |A| is divided into |T'| as debt-related activity set
and [T'| as non-debt set) and unbalanced item distribution. Unbalanced data mainly
affect the performance and evaluation of traditional KDD approaches. Therefore,
in activity preprocessing, effective methods and strategies must be considered to
balance the effect of data imbalance. To balance the impact of unbalanced class
distribution, techniques such as equal sampling in separated data sets, redefin-
ing interestingness, measures such as replacing global support with local support
in individual sets can be used. With respect to the imbalance of activity items,
domain knowledge and domain experts must be involved to determine what strate-
gies should be adopted to balance the impact of various high proportional items.
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Fig. 4. Unbalanced activity data.
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Fig. 5. Constructing activity sequences.

Their impact may be balanced by deleting or aggregating some items and designing
interestingness measures.

* Activity sequence construction: It is challenging to construct reliable activity
sequences. The performance of activity sequences greatly affects the performance
of activity modeling and evaluation. Different sliding window strategies can be used
and correspondingly generate various activity sequences. For instance, the activity
series in Fig. 5 could be constructed or rewritten into varied activity sequences,
say the sequence for da-related activities could be S1: ag, a9, 610, @11, G12, a13, d2,
So: az, ag, ag, aio, A11, A12, 413, d2, Ss: G11, @12, G13, d2, 414, a15, etc. The design
of sliding window strategies must be based on domain problems, business rules
and discussion with domain experts. S1 considers a fixed window, S2 may cover
the whole debt period, while S3 account for the further effect of ds on activities.
Domain knowledge plays an important role in determining which one of the three
strategies makes sense.

4.2. Activity pattern mining

Impact-targeted activities are usually combined with customer circumstances and
business impact. Therefore, activity pattern mining is a process of mining interest-
ing activity processing and user behavior patterns based on different focuses such as
activity-centric, impact-centric and customer-centric analyses. As shown in Table 2,
activity pattern mining aims to identify risk factors and risk groups highly or sel-
dom related to concerned business impact by linking activity, impact and customer
files together. '
Activity-centric analysis focuses on inspecting relations between impact-related
activities. This includes mining activity patterns such as frequent, sequential’! and
causal ones in constrained scenarios. To mine frequent patterns, association rule
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Table 2. [mpact-targeted activity pattern risk. R E Y

Risk Level Risk Factor Risk Group
High Activity Customer Activity processing  Customer behavior
Low features  circumstances patterns patterns

method can be expanded to discover temporally associated!® activities by recording
activity records and developing new measures and negative association rules. Those
frequent activity patterns can be identified leading to positive or negative impact.
Negative associations such as “if activity @ and b but not ¢ then debt” can be
studied.

Further, based on the constructed sequences of activities, sequential activity
patterns in or crossing activity sequences can be investigated by considering tem-
poral relations between activities. We can test various sequence combinations based
on different sliding window strategies, and incorporate the identified meta-patterns
and frequent patterns into sequential activity mining.

In addition, there exists certain causal relation' in activity sequences. Causal
pattern mining aims to find and explain contiguity relations between activities
and between activities and debt reasons/state changes. Determinant underlying
causal patterns, relational casual patterns and probabilistic causal patterns can
be analyzed through considering aspects such as activity forming, contiguity and
interaction between activities, and spatial-temporal features of activities and debt-
related activity sequences.

Impact-centric analysis seeks to discover activity patterns which are likely to
change the expected business outcome. For instance, activity aq4 is likely to lead to
no-debt, but it is likely to result in debt if it is followed by a4. That is, the activity
a4 is of high impact on outcome when a;4 happens first.

Customer-centric activity analysis mainly investigates user decision-making
behavior and profiling as well as the impact of a users or a class of users actions
on related stakeholders. This identifies officer /customers demographics and profil-
ing leading to debts, e.g. studying the impact of staff proactive actions on debt
compared with passive and customer-triggered activities, or the impact of face-to-
face dealings vs. technology-based contacts. We can develop classification methods
for debt-related customer segmentation. Classification methods based on a logistic
regression tree and a temporal decision tree can be studied by considering temporal
factors in learning debt/no-debt, low-debt/high-debt and debt reason patterns. The
results of frequent, sequential and causal activity patterns can benefit the analysis
of customer demographics and circumstances leading to debts.

4.3. Activity mining evaluation

It is essential to specify proper mechanisms'® for evaluating the workable cap
bility of identified activity patterns and risk models. T@Ghnically. we,
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tmpact-centric mining which develops interestingness measures in terms of par-
ticular activity mining methods. The negative impact prevention capability of the
identified findings can also be assessed by checking the existing administrative/legal
business rules and domain experts. : '

For technical evaluation, the existing interestingness can be verified and
expanded, or new measures may be designed to satisfy activity mining demands. In
pilot analysis, the measures of some existing KD methods are found to be invalid
when deployed in activity mining. For instance, support may be too low to measure
frequency, and lift is sensitive to noises for unbalanced data. For newly developed
activity mining methods, we can design specific measures by considering technical
factors such as activity statistics, debt ratios and customer circumstance changes.
On the other hand, the identified patterns and models can also be examined in
terms of rigor and relevance to business factors such as business goals, significance,
efficiency, risk of debts and cost-effectiveness. Additionally, measures themselves
need to be evaluated in terms of interpretability and actionability.

Further evaluation may be necessary by using significance tests, cross-validation
and ensemble from both business and technical perspectives. Under certain condi-
tions, it is useful to present an overall measurement of identified patterns by inte-
grating interest from both technical and business perspectives. To this end, fuzzy
set-based aggregation and ranking may be useful to generate overall examination
of the identified patterns and models. In addition, multiple measures may apply
to one method. We can aggregate these various concerns to create an integrated
measure for global assessment.

5. A Case Study |

We test®® some of the above approaches on social security debt-related activity
data. The data involves three data sources, which are activity date recording activ-
ity details, debt date logging debt details and customer data recording customer
circumstances. To analyze the relationship between activity and debt, data from
activity files and debt files are extracted. The activity data for us to test the
proposed approaches is activity data from 1lst January to 31st March 2006. The
extracted activity data contain 1.5 million activity records relating to around half
million customers.

Preprocessing: First, the activity data is preprocessed to improve data quality
and construct activity sequences. There are some activities which are scheduled
routinely, and they are removed from activity sequences. Some system activities
occur many times during a very short period, and they are combined according to
the suggestions of domain experts.

Activity sequence construction: To construct activity sequences, for each cus-
tomer, the activities which happened within one month immediately before a debt
occurrence are built into a debt-related activity sequence. For those customers
" having no-debts in the first three months of 2006, their activities from 16th January
2006 to 15th February 2006 are built into non debt-related activity sequences.
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Activity-centric analysis: The activity sequences are put in two separately
datasets: one for debt-related activity sequences, and the other for non debt-related
activity sequences. The frequent activity sequence patterns are discovered sepa-
rately on the above two datasets, and they are then combined to generate contrast-
ing sequence patterns, such as P — T is of high support but P — T is of low
support, or vice versa,,

Impact-centric analysis: Based on the patterns discovered above, the impact-
centric activity patterns are then mined. An mmpact-centric pattern is of the follow-
ing form: P — T and P,@Q — T, which means: “although P is highly associated with
debt, the appearance of Q after P will decrease the probability of debt occurrence”.
Similarly, impact-centric patterns like P — T and P,Q — T are also discovered.

Customer-centric analysis: The demographic patterns of customers with/
without debts are mined with a decision tree. Those demographic patterns are
then combined with activity-centric patterns and impact-centric patterns to build
comprehensive patterns of debtors /non-debtors by taking into consideration both
demographic characteristics and activity patterns. The resulting patterns will tell
stories for questions like: (1) what kind of customers with what activity sequence
are likely/unlikely to have debts, and (2) when there is an activity pattern for a
certain group of customers, the occurrence of a specific activity will significantly
increase/decrease the probability of raising debts.

Evaluation: Finally, the discovered patterns are evaluated by business experts
based on domain knowledge and business measures.

Table 3 illustrates an excerpt of impact-centric sequential activity patterns. In
the table, the labels of activities are not real codes due to privacy reason. Each row
of the table consists of a contrast pattern pair. One is underlying pattern taking
the form of “Underlyingsequence — Impact 1,” and the other is reverse paitern in
the form of “Underlyingsequence + Derivativeactivity — Impact 2,” where Impact 1

Table 3. Impact-targeted activity patterns.

Activity Pattern Explanation
Activity-centric  Positive associations/ Activity associations/sequences P related to
analysis sequences impact T': P — T
Negative associations/ P related to non-impact T : P — T
sequences
Contrast associations/ P related to impact T': P — T in impact data set;
sequences P also associated with non-impact T: P — T in
non-impact data set
Impact-centric Reverse associations/ P related to impact T': P — T in impact data set,
analysis sequences while P, @} associated with non-impact

T:P,Q—Tin non-impact data set
Customer-centric Demographic pattern + D+ P - T/T, where D is a demographic pattern
analysis activity pattern
Demographic pattern + D + P — T but D + PQ —T; or
impact pattern D+P-+Thbut D+ PQ-—T
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Table 4. Impact-targeted activity p&ttern taxamplé,

Underiymg Activity Impact 1 Derivative Actlvity

a1q no-debt aq
ai6 no-debt a4
aie no-debt ar
a14 no-debt ar

is opposite to Impact 2. SUPP1 is the local support of u .
example, the first row shows that the local support of “gy 4 - ‘nodebt™ 15676
SUPP2 is the local support of reverse patterns. For the first row, it means that th
local support of “ai4,as — debt” is 0.428. The four pattern pairs show that both
a4 and a7 have a high impact on debt when a4 or a;s happens first. This real-
world activity mining in social security areas has identified interesting results for
the government and governmental agencies to take actions to their advantage. More
results and comprehensive activity mining in social security areas are available in
Refs. 3 and 5

6. Conclusions and Future Work

Impact-related activity data present special structure complexities such as unbal-
anced class and item distribution. Mining rare but significant positive/negative
impact-targeted activity patterns in unbalanced data is very challenging, but may
lead to significant actions undertaken in decision-making. This paper analyzes the
challenges and prospects of activity mining. We present an example to illustrate
the complexities of activity data, and summarize possible impact-targeted activity
pattern mining methodologies and tasks based on our practice in identifying fraudu-
lent social security activities associated with government customer debt. In practice,
activity mining can play an important role in many applications and business prob-
lems such as counter-terrorism, national and homeland security, distributed fraud-
ulent and criminal mining. The findings can support and enhance business actions
and decision-making. Techniques coming from impact-targeted activity mining can
prevent disastrous events or improve business decision making and processes.

Issues and tasks listed in Sec. 4 indicate the challenges and directions of this
new data mining topic. With a large linkage project® support, we are developing
new and practical activity mining techniques by taking social security issues as
examples.
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