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Abstract. In the real world, exceptional behavior can be seen in many
situations such as security-oriented fields. Such behavior is rare and
dispersed, while some of them may be associated with significant impact on
the society. A typical example is the event September 11. The key feature of
the above rare but significant behavior is its high potential to be linked with
some significant impact. Identifying such particular behavior before
generating impact on the world is very important. In this paper, we develop
several types of high impact exceptional behavior patterns. The patterns
include frequent behavior patterns which are associated with either positive
or negative impact, and frequent behavior patterns that lead to both positive
and negative impact. Our experiments in mining debt-associated customer
behavior in social-security areas show the above approaches are useful in
identifying exceptional behavior to deeply understand customer behavior and
streamline business process.

1 Introduction

High impact exceptional behavior refers to customers’ behavior, for instance, actions
taken by them, aiming or leading to specific impact on certain business or societies.
The impact can take form of an event, disaster, government-customer debt or other
interesting entities. For instance, in social security, a large volume of isolated
fraudulent and criminal customer activities can result in a large amount of government
customer debt. Similar problems may be widely seen from other emerging areas such
as distributed criminal activities, well-organized separated activities or events
threatening national and homeland security, and self-organized computer network
crime [5]. Activities or events in traditional fields such as taxation, insurance services,
telecommunication network, drug-disease associations, customer contact center and
health care services may also result in impact on related organization or business
objectives [8]. Therefore, it is important to specifically discover such impact-oriented
behavior to find knowledge about what types of behavior is exceptionally associated
with target impact of high interest to management.
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There are the following characteristics of impact-targeted exceptional behavior.
First, impact-targeted exceptional behavior specifically refers to those behavior itself,
rather than behavior outcomes such as events, which has resulted or will result in big
impact on the running of a business. Second, impact-targeted exceptional behavior is
normally rare and dispersed in large customer populations and their behavior. They
present unbalanced class and itemset distributions.

In this paper, we present lessons learnt in discovering low frequent and sequential
exceptional behavior but associated with high impact in the social security domain.
First, a strategy involving domain knowledge is discussed to partition and re-organize
unbalanced data into target set, non-target set and balanced set, and construct impact-
targeted activity baskets or sequences individually. We then mine exceptional
behavior frequently leading to either positive (say {P-->T}, T refers to impact) or
negative [6] (e.g., {P--> T }) impact in unbalanced data. Impact-contrasted
exceptional behavior patterns identify significant difference existing in two frequent
patterns discovered on the same behavior basket or sequence in target set and non-
target set, respectively.

We illustrate our approaches through analyzing exceptional behavior patterns
leading to debt and non-debt in debt-related social-security activity data in Centrelink
[1]. The outcomes of this research are of interest to Centrelink for understanding,
monitoring and optimizing government-customer contacts, to prevent fraudulent
activities leading to debt, and to optimize social security processes, therefore
improving government payment security and policy objectives.

2 Preparing Exceptional Behavior Data

In practice, high impact exceptional behavior is a very small fraction of the whole
relevant behavior records. It presents unbalanced [7] class distribution and
unbalanced itemset distribution. Such unbalanced data makes it difficult to find useful
behavior patterns due to many reasons.

To deal with the imbalance of exceptional behavior classes and itemsets, as shown
in Table 1, unbalanced exceptional behavior data is organized into four data sets:
original unbalanced set, balanced set, target set, and non-target set. For instance, all
exceptional behavior instances related to debt in social security area are extracted into
debt activity set, while those unlikely linked to debt go to non-debt set. A balanced
activity set is to extract the same number of non-debt activity baskets/sequences as
that of debt-related ones. The partition and re-organization of unbalanced activity data
can deduce the imbalance effect, boost impact-oriented exceptional behavior, and
distinguish target and non-target associated instances. In this way, impact-targeted
exceptional behavior patterns easily stand out of overwhelming non-impact itemsets.

In social security government-customer contacts, the method to build activity
basket/sequence is as follows. For each debt, those activities within a time window
immediately before the occurrence of a debt are put in a basket/sequence. The time
window is then moved forwards targeting the second debt for building another
basket/sequence starting at the new occurrence of the debt.
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Table 1. Partitioning unbalanced exceptional behavior data into separated sets

Set Description

[The original data set including both target and non-target exceptional behavior with
Unbalanced setjunbalanced class distribution

A boosted data set including both target and non-target exceptional behavior with
Balanced set |balanced class distribution

[Target set |A data set solely including data of target-oriented class

INon-target set [A data set solely including data of non-target-oriented class

Furthermore, it is a strategic issue to determine the size of sliding time window.
Domain knowledge, descriptive statistics and domain experts [2] are used to
determine the window size. There may be varying methods to build such sliding
window separating behavior instances in terms of the occurrence of an impact (1)
with changing window size, namely the window covers all behavior instances
between two impacts, (2) with fixed window size, namely the left hand side of the
window always covers the impact, (3) with tilt window, namely the size can be either
fixed or changing, the left hand side of the window always stop at a target impact,
while the window may cover a long time period with coarser granularity for earlier
behavior and finest for the latest.

For instance, Figure 1 shows two strategies, where a; (i=1,..., m) denotes a normal
behavior and d; (j=1,..., n) is a debt closely associated with a series of behavior
instances. In Changing Window mode, all behavior instances between the occurrences
of two debts are packed into one window. This mode is more suitable for those
applications with a frequent targeted impact. For instance, debt d; window includes
behavior instance sequence {a;4, a;s, ajs, a;7, ajs, dz}. Fixed Window mode fixes the
length of the sliding time window, and packs all behavior instances in the window
exactly before the occurrence of an impact into one window, say {as, ao, a9, a;;, a;2,
a;;, dp}. In Tilt Window mode, behavior instances happened in early time are
considered but with low weight. This can be through sampling. For instance, for the
scenario in Figure, we build sequence {(16, dg, Aj1, Ay3, Ay, A5, Ajg, A7, A]8, d3}

Person id = 12593
d/ dz d3
-
h aq as as ajdas Aodjpdyr a2 djz dijg dgs dig Ap7 dgs
anging - . ; i+
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window r Window i b

Fig. 1. Modes for constructing exceptional behavior window

On the other hand, negative impact targeted baskets/sequences are useful for
contrast analysis. The strategy we use for building non-debt related customer behavior
in social security area is to match with the positive impact scenario. Using the Fixed
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Window mode, we can insert a non-debt impact into the behavior sequence if there is
no debt happened then.

3 Mining High Impact Exceptional Behavior Patterns

3.1 Positive/Negative Impact-Oriented Exceptional Behavior Patterns

An impact-oriented exceptional behavior pattern is in the form of { P-->T}, where the
left hand P is a set or sequence of exceptional behavior and the right hand of the rule
is always the target impact 7. Based on the impact type, both positive and negative
impact oriented exceptional behavior patterns may be discovered.

Definition 1. Frequent positive impact-oriented exceptional behavior patterns (P -->
T, or P --> T) refer to those exceptional behavior more likely leading to positive
impact, resulting from either the appearance (P) or disappearance ( P ) of a pattern.

Definition 2. Frequent negative impact-oriented exceptional behavior patterns (P -->
T,or P --> T ) indicate the occurrence of negative impact (T ), no matter whether an
activity itemset happens or not.

In unbalanced set, a frequent impact-oriented exceptional behavior sequence leads to
positive impact T: { P --> T} if P satisfies the following conditions:

— P is frequent in the whole set,

— P is far more frequent in target data set than in non-target set, and

— P is far more frequent in target set than in the whole data set. To this end, we
define the following interestingness measures.

Given an activity data set A, based on exceptional behavior sequence construction
methods, a subset D of A consists of all exceptional behavior baskets/sequences which
are associated with positive impact, while the subset p includes all exceptional
behavior baskets/sequences related to negative impact. For instance, in social security
network, an exceptional behavior itemset P (P = {a;, aiyj, -..}, ai€A, i=0, 1,...) is
associated with debt T: { P--> T}. The count of debts (namely the count of sequences
enclosing P) resulting from P in D is |P, DI, the number of debts resulting from P in A
is IP, Al, IP, p|lis the count of non-debts resulting from P in non-debt subset p, lAl is
the count of debts in set A, and I p| is the count of non-debts in set p. We define the
following interestingness measures.

Definition 3. The global support of a pattern {P--> T} in activity set A is defined as
Supp,(P,T) = P, A/l

Supp,(P.T) reflects the global statistical significance of the rule {P--> T} in
unbalanced set A. If SuPPa(P.T) ig larger than a given threshold, then P is a frequent
exceptional behavior sequence in A leading to debt.

Definition 4. The local support of a rule {P--> T} in target set D is defined as
Supp,p,7) = P, DI/IDI. On the other hand, the local support of rule {P--> T } in

exceptional behavior set p (i.e., non-debt exceptional behavior set) is defined as
suppy(P.T) = |P, DI/IDI.



60 L. Cao et al.

Definition S. The class difference rate ;,p o, of P in two independent classes D and

D is defined as

Car(p,8) = Supp, (P.T)/SwrsPD.

This measure indicates the difference between target and non-target sets. An obvious
difference between them is expected for positive frequent impact-oriented exceptional
behavior patterns. If g p, ) is larger than a given threshold, then P far more

frequently leads to positive than negative impact.

Definition 6. The relative risk ratio RrrP.;) of P leading to target exceptional
behavior classes D and non-target class p is defined as
Rrr(P. ) = Prob(TIP) Prob(T\P) — Prob(P.T) | Prob(P.T)

= S“PPA(P,T)/SMWA(P,T) .

This measure indicates the statistical difference of a sequence P leading to positive or
negative impact in a global manner. An obvious difference between them is expected
for positive frequent impact-targeted exceptional behavior patterns. In addition, if the
statistical significance of P leading to T and 7 are compared in terms of local classes,
then relative risk ratio Rr(P.I;) indicates the difference of a pattern’s significance

between target set and non-target set. If R(P.) is larger than a given threshold, then

P far more frequently leads to debt than results in non-debt.

Based on the above and other existing metrics such as confidence, lift and Z-Score,
frequent impact-oriented exceptional behavior patterns can be studied to identify
positive impact-oriented exceptional behavior patterns and negative impact-oriented
exceptional behavior patterns.

3.2 Impact-Contrasted Exceptional Behavior Patterns

Difference between target activity set D and non-target set D may present useful
contrast information in finding impact-targeted exceptional behavior patterns. For
instance, exceptional behavior itemset P may satisfy one of the following scenarios:

— Supp,(P,T) is high but Supp5(P.T) is low,

~ Supp,(P,T) is low but Swp;(P.7) is high.

In each of the above two cases, if there is a big contrast between two supports, say
if gupp, (p,1) 18 much greater than Supps(P.T) , it indicates that P is more or less

associated with positive rather than negative impact, or vice versa.

In practice, those frequent itemsets P in D ({P--> T}) butnotin D ({ p—T}) are
interesting because they tell us which exceptional behavior or exceptional behavior
sequences lead to positive impact. In other cases, those frequent items in D
({ P—T})butnotin D { p— T } may help understand which activity sequences could
prevent positive impact. Therefore, we define impact-contrasted patterns P and

B as follows.
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Definition 7. Given local frequent exceptional behavior itemset P, a positive impact-
contrasted pattern P exists if P is frequent in set D but not in set D .

P{P>T, P>T}

Definition 8. Given local frequent activity itemset P, a negative impact-contrasted
pattern p_ exists if P is frequent in D but not in D.

B {P—>T,P>T}

After mining P those itemsets with negative impact can be checked to see whether

they trigger patterns { P--> T} or not. It is useful in applications where an exceptional
behavior or exceptional behavior sequence leads to non-target impact. If yes, then
they more likely lead to positive impact. P, Tepresents frequent itemsets that are

potentially interesting for non-target exceptional behavior.
Further, to measure the interestingness of frequent impact-contrasted exceptional
behavior patterns, we define contrast supports and contrast lifts for P, and J

respectively.

Definition 9. Given a positive impact-contrasted exceptional behavior pattern P the
positive contrast support CSupp,( P.) and positive contrast lift CLift,( P are
defined as follows. They tell us how much the lift of P is.

CSupp,, (B, =) = Supp,, (P,T) - Supp;(P.T)

CLift, (P,

T\T

)= Supp,,(P.T)/ Supp;(P.T) = Cdr(P,I3)

Definition 10. Given a negative impact-contrasted pattern P the negative contrast
SUpport Csupp (P, ) and negative contrast lift CLift;(B, ) are defined as follows. They
r

tell us how much the lift of P, is:

CSupps(P-,) = Supp(P,T)—Supp, (P.T)

CLift;(P- ) = Supp- (P, T)/ Supp,(P,T) = Cdr™ (P,12)-

T

4 Experiments

We tested [1] the above-discussed patterns on Centrelink debt-related activity data
[3]. We used four data sources, activity files recording activity details, debt files
containing debt details, customer files containing customer profiles, and earnings files
storing earnings details. Our experiments analyzed activities related to both income
and non-income related debts. To analyze the relationship between activity and debt,
data from activity files and debt files was extracted. The timeline used in the activity
data was between the 1* Jan and the 31* Mar 2006. We extracted 15,932,832 activity
transactions recording government-customer contacts for 495,891 customers, leading
to 30,546 debts in the first three months of 2006.
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Based on the proposed activity construction strategy, we construct 454,934
sequences: 16,540 (3.6%) activity sequences associated with debts and 438,394
(96.4%) sequences with non-debts. These sequences contain 16,540 debts and
5,625,309 activities.

Table 2 shows frequent impact-oriented activity patterns discovered from the
above unbalanced activity dataset. In the table, “LSUP” and “RSUP” denote the
supports of a pattern’s antecedent and consequent respectively. “CONF”, “LIFT” and
“ZSCORE” stand for the confidence, lift and z-score of the rule. From the table, we
can see that the rule (“a;, a, --> DET”) has high confidence and lift. Its supports are
very low, which are actually caused by the unbalanced class size (only 3.6% are
activity sequences of debts). The second rule (“a; --> DET”) is also of high lift (6.5),
but the appearance of “a,” triples the lift of the first rule.

Table 2. Frequent debt-oriented activity patterns discovered in unbalanced set

Frequent patterns | 1 gyp | RSUP | SUPP | CONF | LIFT |Z-SCORE
a; -->DET 0.0626]0.0364| 0.0147| 0.2347 6.5 175.7
a4 -> DET 0.1490]0.0364| 0.0162| 0.1089 3.0 99.3

al, a4 -> DET 0.0200]0.0364| 0.0125] 0.6229] 17.1 293.7

a;, a; -->DET 0.0015]0.0364| 0.0011f 0.7040] 19.4 92.1

Table 3 presents a sequential impact-contrasted pattern discovered in target and
non-target data sets. The pattern pair, “a,~>DET and a, --> NDT”, has cri,=3.24,

shows that a, is 2.24 times more likely to lead to debt than non-debt.

Table 3. Impact-contrasted activity pattern identified in target and non-target sets

IPatterns

(->DET/NDT) Supp, |Supps |CSup, |CLift, |CSupy CLift;

ay 0.446( 0.138 0.309 3.24] -0.309 0.31
as 0.169 0.117 0.053 1.45 -0.053 0.69]
ay, as 0.335( 0.107 0.227 3.12] -0.227 0.32]
as, ay, ags, 0.241 0.077 0.164 3.13 -0.164 0.32]

In this section, we illustrate some examples of high impact exceptional
government-customer contact patterns identified in the Australian social-security
activity data. The work was produced in close cooperation and on-spot assessment
and iterative refinement by senior business analysts and managers in Centrelink. The
Summary Report [4] delivered to the Centrelink Executives, the findings are deemed
as very interesting to understand customer behavior, streamlining business processes,
and preventing customer government debt.
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5 Conclusions

High impact exceptional behavior is hard to be identified in massive data in which
only rare and dispersed high impact behavior is of interest. The high impact
exceptional behavior data presents special structural complexities, in particular,
unbalanced class and itemset distribution. Mining rare exceptional behavior leading
to significant impact to business is worthwhile data mining research.

In this paper, we have identified the following types of interesting impact-oriented
exceptional behavior patterns in unbalanced activity data: (1) impact-oriented
exceptional behavior patterns leading to either positive or negative impact, (2)
impact-contrasted exceptional behavior patterns differentiating the significance of the
same exceptional behavior resulting in contrast impact in target and non-target sets.
New technical interestingness metrics have been developed for evaluating the above
impact-targeted exceptional behavior patterns.

We have demonstrated the proposed impact-targeted activity patterns in analyzing
Australian social-security activity data. The findings are of interest to Centrelink. The
identified approach is also useful for analyzing exceptional behavior in many other
applications, say national security and homeland security for counter-terrorism,
distributed crimes and frauds, financial security, social security, intellectual property
security etc.
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